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- Why We Can’t Count on Normal Communications
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Outages do not require a “mass” casualty event

Nashville bombing took out 911 and other vital services across the South East
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Landlines, cell phones, satellite phones, LMR networks & the

Internet all depend on vulnerable infrastructure, which depend on
cables, power, water, fuel & people.
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/D% your PACE Plan* have no-infrastructure resiliency?

Normal  Primary Everyday method of communications

- Preferred solution for emergency use
(Public Safety LMR, FirstNet)

Conventional Option
- Backup methods and work arounds:
(SOW/COW, portable LMR. Satellite)
Contingency options*
- Fallback Methods and alternate solutions;

(planned assistance from elsewhere)
*

- Minimal Costs, rarely used, and often
forgotten, (until it is needed)

*Winlink Radio Email (HF/VHF/UHF)

*Not a frequency or channel plan, but rather a prearranged plans to switch to other
systems or methods of commutmeabidRnt Team
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Continuity: Lessons Learned

e Sustaining essential functions is dependent on the
availability of resilient communications systems.

e Alternative communications methods are essential.

e Immediate availability to resilient communication
at primary and alternate locations must be ensured.

e Infrastructure-related outages usually endure for
significant periods.

e Volunteers can provide important information about
the extent of outages via radio.

Winlink Development Team
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The Winlink Radio E-mail Network

e No infrastructure is needed. Extremely resilient.

/

e Winlink provides e-mail from any point on the earth -
including the middle of the ocean (or your county).

* Messages are sent via HF, VHF/UHF radio, and telnet.

e Winlink software and use of the system are free of charge.
e Hardware costs $2,500 to $4,000. Less than one P25 radio.
e Winlink guarantees 100% accurate transmission.

e Pactor AES-256 encryption is available on CISA SHARES.

e Winlink is an interoperable store-and-forward system
providing time and frequency independence.

e Winlink is interoperable between CISA SHARES, amateur
radio, Internet e-mail, and other services.

Winlink Development Team



’ﬁy Winlink High Frequency (HF) Radio?

National Guard DHS TSA Idaho Nat'l Labs  Red Cross HQ

« The most interoperable radio system in existence.
Most state EMA have Winlink stations as do many counties

Used by National Guard, American Red Cross, and many
other NGOs as well as thousands of volunteers.

Tremendous growth over last few years.

Can send e-mail to anyone.

Winlink Development Team
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SHARES Winlink Radio Servers

e With HF radio, you can connect to any Winlink server
within hundreds of miles. You can get outside large
incident areas. No infrastructure needed.
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Connections During 24 Hour Period
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Getting the Big Picture of Incidents

e Military people talk about the “fog of war,” well there’s
a “fog of information” during major incidents.

e How can you plan an effective response and recovery if
you don’t know the extent of outages and which
resources are out in each area?

* How do you get the information you need if the
infrastructure is down?

* Would you like a map showing where resources are out
and the infrastructure is down?

* This is how you can get the information and map...

Winlink Development Team



Winlink Provides Mappable Situation Reports

=2 Map of Field Situation Report

Set Filters Zoom-In Zoom-Out Summary Saveasjpeg Print map
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What’s Needed to Submit and Display Reports

e Winlink Express is the free Winlink client radio e-mail
program that runs on Windows.

e Winlink Express has over 100 built-in HTML forms
including many ICS forms and forms requested by
state and local agencies, American Red Cross, Hospital
reports (HICS), and many other service groups.

* About a dozen forms send data with positions so they
can be mapped.

e Winlink Express includes built-in mapping and
filtering. No other software is needed.

* Mapping is easy to learn and use.

Winlink Development Team
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Basic Message Composition

e Enter message using built-in composition/editing
screen.

- Settings Message  Attachments  Mowve To:  |Saved lterns ~ | Delete  Open Session:

&8+ X d I >
Mo active session...

Click “Select System Folders : _ , —
Template” to open Inbox (16 unread
areport form. : 2205

e -

Saved htems (0)

Deleted tems (34) Sel Sitrep  Attachments  Post to Outbox Spell Check
Drafts (0}

To: phil@philsherrod.com;
|
och: ] 0]

Global 1 (4) Arrived at shelter at 1145,

Global 2 (2) 45 people currently being housed
Power provided by local generator. Available fuel unknown.
Requestfor 200 bottles of water to be delivered to shelter.

Further information will be forthcoming.

Phil. NCS39B

Winlink Development Team
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~ Forms are Organized by Category

sl Template Manager

Select Close Add Femowve
\ - ARC Forms

#- CA STATE Forms

r- CANADIAN Forms

rl- FEMA Forms

+- FMRE Forms

r- GENERAL Forms

tl- GENERAL MEDICAL Forms

£- HI STATE forms

i HICS Forms

£ IARU Forms

- 1CS USA Forms

{1 ICS202 Incident Objectives ta
IC5203 Organizational Assignment
IC5204 Assignment List txd
ICS5205 Radio Plan bd
IC5205A Communications List td
IC5206 Medical Plan txt
IC5208 Safety Message Plan tx
IC5210 Resource Status Change tst
IC5213 General Message tet
IC5213RR Resource Request Message txt
IC5214 Activity Log b
ICS52144 Individual Activity Log tat
ICS215A Incidert Safety Analysis td
IC5217A Communications Worksheet txt
IC5305 Communications Log td

Winlink Development Team



ICS-213 General Message Form

General Message (ICS 213)

[ Load ICS213 INITIAL Data |

Form Instructions

1. Incident Nam&: Incident name Is

2. To (Name/Position):

3. From (Mame/Position):

4. Subject.

7. Message:

T T
pe onel and Loncrse

8. Approved by

Position / Title:

[Save ICS213 INITIAL Data] | Submit

|Reset Form |

Ver 41.12

Winlink Development Team




1CS-214 Activity Log

ACTIVITY LOG (ICS 214)

Load ICS 214 Data

1. Incident Mam

e

2. Operational Period (Date/Time) From Tor:

3 Name

5. Home Agency and Unit

4. 1C5 Position

6. Resources Assigned:

Nanme

ICS Position Hoime Agency and Linit

7. Activity Log:

Clear Activity Log

Paste Data from a Spreadsheet

Date & Time (lacal 24 hr)

Maotable Activities
Asdils My incileds NOEbN SosUMIRtEREVENtE Tueh & [aIk AEVgNMEntS. TRk SOMDSiions, Mjunes
OF GG BNCOUNERI
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USGS Did You Feel It -- DYFI

Earthquake: Did You Feel it?

Did You Feel t? (DYFI) collects information from people who felt an earthquake and
helps create maps that show what people experienced and the extent of damage.

The USGS email is automatically filled when clicking SUBMIT below and the information is sent directly to the USGS via Winlink.
Click here to go to the USGS Web Site if you have Internet,
What is DYFI & More
>>>> This Earthquake report is an Exercise © REAL EVENT
Optional Exercise 1D:

Did you feel it? (REQUIRED)

J Yes O No

Time of earthq (REQUIRED) Local Date and Time Format: 1/31/2020 09:15

Date: |4/19/2023 Time: |10 Click Date or Time Field to Modify

(Opening this form inserts your current Date & Time, you may manually change by click in the field)

If you have a Winlink Express connected GPS device, the LAT/LON in decimal degrees will be entered for you.

The remainder of this form is optional. If you indicated NO, then do not answer the questions below. If you indicated Y!
then the answers below will help to create intensity info for the USGS.

What was your situation during the earthquake?
O Not specified Inside a building ( utside a building
O In a stopped vehicle In a moving vehicle
2 Other Describe: |PI

Were you asleep?

O Notspecified O No O Sleptthroughit O Woke up

Did others nearby feel it?

O Notspecified O Noothers feltit O Some felt it, most did not O Most felt it Everyone/almost everyone felt it

Winlink Development Team
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Situation Reports and Other Mapping Enabled Forms

e Timely situation reports, weather reports, and other
status reports are essential for incident management.

* Reports may be needed from no-Internet locations.

e Winlink Express offers forms that provide position
reports for mapping CSV/KML files for spreadsheets.

e When received at incident command centers, Winlink
Express can display a map showing status markers of
reports. Italso can generate CSV and KML data files
with information from reports for use by spreadsheet
and commercial GIS programs.

Winlink Development Team



ﬁnding a GIS Mappable Report

e Compose message using Field Situation Report template

Close  Select Ternplate  Sitrep Attachments  Postto Outbox  Spell Check  Sawvein D

From: | NCS5398
Remove Edit
tandard Templates (version 1.0.209.0)
ARC Forms
STATE Forms
e CANADIAN Forme
#1- FEMA Forms
FMRE Forms
SEMERAL Forms
EMNERAL MEDICAL Forms
#- Hl STATE forms
- HICS Forms
IARLU Forms
5 USA Forms
MAPPING-GIS FORMS

Catalog Map Capable Downloads tat
Hospital Bed Report tat
Hospital Status tat
Huricane Report tat
LAX Bed Availability Repart - HSA fxt
Local Weather Report tat
0G ARES Hospital Status bt
vere WX Report tat

T | - USGS DYFl Engishta

Winlink Development Team




_ Feld Situation Report

FIELD SIT
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——Message with Report Ready to Send

=]
mf= Enter a new rnessage -

Close  Select Template  Sitrep  SitRep  Attachments  Postto Outbox  Spell Check  Save in Drafts

From: | NCS338 ~ | Send as: | Winlink Message ~ | [[] Request message receipt | Set Defaults

Tao: MMAL TN

Subject:  |[fWL2K R/ SPOTREP 2021-11-12 17:40:53Z
Atach: | |RMS_Express_Form_Shares_Spotrep-2_Viewerxml;

PRECEDENCE: R
DATE/TIME Group: 2021-11-12 17:40:53Z
TASK# 1

FROM: NCS398

TO: NNA4TN

INFO (CC):

BT

UNCLASS

SUBJ SPOTREP 2021-11-12 17:40:532

1. City/State/Terrtory: Brentwood, TM

2 Latitude :36.0077 Longitude:-86.7667 MGRS:
3. LandLines functioning? [MNO ]

4 Cell Phones functioning? [YES ]

5. AM/FM Eroadcast Stations functioning? [ ]
6. TV Stations functioning? [ -]

7. Public Water Works functioning? [YES ]

8. Commercial Power functioning? [ NO ]

9. Internet functioning? [MNO ]

Winlink Development Team



Winlink Express HF-C
/

- (W'

nannel SelectortiST

ith propagation path quality estimates)

«%* HF Channel Selector

Exit

Select  Update Via Internet

Callsign

HNNB4TH

HNA4TN
WNB4TH
MNNAATH

MNHNAITH

NHB4TH
HMA4TN
MNNB4ATH
MNHNAITH
NNB4TH

Frequency

(kHz)

4575.000
4015.000

=esa::-uu:: EMESNYV 0023 | SHARES12. m

£95.000
b01.500
21.500
52.500
51,000
5,000
7. 500

M4 A 7387 50

Mode

P4, F3
P4, P3

P4, P3
P4, P3
P4, P2
P4, P3
P4, P3
P4, P3
P4, P2

Click & GO!

Update Via Radio

Grid
Square

EMESHY

EMEE0C

EMEE0C
EMEE0C
EMESHY
EMEE0C
EMESNY
EMEE0C
EMESHY
676K
TENE
STMO
15708
T4UB
S3MO

T

Map

Houwrs

00-23
00-23

00-23
00-23

00-23
00-23
00-23
00-23
00-23
00-23
00-23
00-23
00-23
00-23
00-3

Forecast  SFI

All RMS

Dhstance

Group

SHARES12...
SHARES12...

SHARES12

SHARES12...
SHARES12...
SHARES12...
SHARES12

SHARES12...
SHARES12...
SHARES12...
SHARES12...
SHARES12

SHARES12...
SHARES12..
SHARES12...
_SI.-MR

512

(imi)

12

Bearing

(Degrees)

20

Path

Path

Reliability = Cuality

Estimate
S8

Estimate
a8

B

98

a7
a7

56

a7
a7

86

96 a6
96 =]
85 -]
G4 54
g2 82
48 22
28 31
&7 51
a7 30
4 20
88 50
85 30 N



Winlink Express HF Channel Selector MAP
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“Auto-Connect” Makes It Easy

Click “Auto-connect” and stations
will be called automatically until a
good connection is made.

ﬁ Pactor Winlink Session NCS5398

Exit  Settings Pactor Winlink » Channel Map Forecast AESOn

« Auto-conmect Nextchan. Start

Center Freq. (kHz); Dial Freq. (kHz): Bearing: Quality: N

Favonites: MNCS387 @ 7358.500 + Select Addtofavortes Remove from favontes

Channel Busy In: 0 Out: 0 Disconnected

*** Stating Winlink Pactor session.

*** Initializing the PTC-DR7800 TNC. Pactor 4, IP address 152.168.1.165:3000, AES encryption enabled.
*** Using lcom 7670, COME, 115200 baud
** Ready

Winlink Development Team
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~ Reception of Reports With GIS Data

* When a message with an attached GIS data report is
received by someone running Winlink Express, the
information from the report is extracted from the
message automatically and stored in a database.

e Messages do not need to be selected or viewed for the
data to be added to the database; it’s done when the
message is downloaded.

e To generate maps and CSV files, click the “world”
toolbar icon to get to the mapping control screen.

DAL 66 FTSEX H S » @

Click this for maps

Winlink Development Team
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Showing Maps and Creating csv Files

%= Maps and CSV/KML Files for Forms

Select form )
Select form: | Field Stuation Report

Mumber of stored reports: 998

Type of map
Map provider: | Bing
Expiration days Form Report Management Export and Import Form Data
Delete reports older than this many days: el Export and
Expire old .
5 ¢ Delete old reports for this form 1mport reports
reports Import form data
Delete all Delete all reports for this form
reports Make csv file
Display map of Display Map Generste CSV Fle  Generate KML File
reports

Winlink Development Team



2022 FEMA Regions 4&6 Cyber Attack Exerci

- Situation Report Map -

=27 Map of Field Situation Report

Set Filters Zoom-In Zoom-Out Summary Saveasjpeg Print map
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Click a Marker Pin for Details about a Report

Field Situation Report from KISRTIM

Sender: KISETM

Date/time: 2022-05-31 17:27 [local)

Age: 85.7 days

Message ID: 47X

Subject: /AWLZK (R

2227062

Latitude Longitude: 33,5282 N 101.9131W
MGRS: 145KC2545813650

Range and bearing: 375.0 mi @ 263
Precedence: (R} - Routine

Agenay:

Task Mumber:

Is there is an EMERGENT/LIFE SAFETY MNeed?: NO
Meed:

City: Lubbock

County: Lubbock

State: TX

Territary: Territary

LandLines functioning: YES

LandLines Comment:

Cell Phones functioning: YES

Cell phone Comment:

AM/FM Broadcast Stations fundctioning: YES
Broadcast Station Comment:

TV Stations functioning: YES

TV station Comment:

Internet functioning: YES

Internet Comment:

Commercial Power fundtioning: YES
Commercial Power Comment:

Public Water Works functioning: YES

Public Water Works note:

MOAAMNWS Comment:

Additional Comments: EXERCISE, EXERCISE, EXERCISE
POC John H Sanders KISETM

Winlink Development Team



’{Itering Reports for Map

Age and Date Limits on Reports

)

() Only display reparts more recent than this many hours: [

(® Do not limit reports by age or date

() Limit to this date range:

Filter Map by Field Values
Stored Filter Sets

Filter set: | Tennessee Store cument selections as filtker set Remove this filtter set

Enable map fiteing [ Include text fields such as comments as filter tems fitter with one or more words or phrases separated by commas)

(® Select reports that match ANY enabled fitter item () Select reports matching ALL enabled filter tems

Form field : Selection Value Mark

AM/FM Broadcast Stations functioning ~ | (lgnore) ~ | (default)
Cell Phones functioning ~ N0 ~ | (default)
Commercial Power functioning ~ | (lgnore) ~ | (default)
Internet functioning ~  NO w | (default)
Is there is an EMERGENT/LIFE SAFETY M... ~ | (lgnore) ~ | (defaulf)
LandLines functioning ~ | (lgnore) ~ | (default)
Precedence ~ | {Ignore) ~ | (default)
Public Water Works functioning ~ | (lgnare) ~ | (default)
Range (mi) (default)

Clear all selections Default color for unselected markers

Which markers to show on map Color f muttple colors are selected
() Display all markers using colors to indicate selected ones

(®) Display only markers selected by fiters ~ | Color of your location marker {3TH})

Winlink Development Team
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Mark No-Internet Reports in Red

Date/ftime: 2022-06-01 11:40 {local)

Age: 89.1 days

Message IDn GPMD3OLSTHPP

Subject: //WL2K [F) - Priority/ Field Situation Repg
Latitude Longitude: 32,8958 N 98,4583 W
MGRS: 145MNB5066339865

Range and bearing: 699.0 mi @ 255

Precedence: [F) - Priarity

Agency

Task Mumber: 1.0

I5 there is an EMERGENT/LIFE SAFETY Meed?: NO
MNeed:

City: Graford

County: Palo Pinto

State: TX " 3

Territory: Territory :

LandLines functioning: MO POTS or VOIP _ } ‘
LandLines Comment: ]
Cell Phones functioning: NO

Cell phone Comment:

AM/FM Broadcast Stations fundioning: YES
Broadcast Station Comment:

TV Stations fundtioning: YES

TV station Comment:

---x |nternet fundcioning: MO

Internet Comment: " : I\’
Commercial Power functioning: YES LotslA

”
rh

Shreveport

Winlink Development Team



k/
~Generating CSV and KML Files

* In addition to the mapping and filtering built into
Winlink Express, it can generate CSV and KML files
automatically when new reports are received.

® You can set up automatic Telnet polling for reports.

Column Delimiter Format of Dates

® Comma () Tab mmdddAy  ~ | [ ] UTC time

Selection Date Range
[ Limit start datetime: [2022-06-07 [~ {Local time)
L] Limit end datetime: [2022-06-07 [~ {Local time)

Automatically Generate CSV File When Mew Reports Are Received

[] Generate new csv file when reports are received
(CSV file is written to file specified below as "CSV Output File™)

CSV Output File

MTest\FSH.cav Browse

(Should be .csv file type)

Generate C5V File

Winlink Development Team
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ﬂng CSV & KML Files with Commercial GIS

e Many states and agencies have licenses for commercial
GIS programs such as ArcGIS.

® These commercial GIS programs offer additional
features such as map layers and the ability to generate
bar and pie charts.

* The power of these programs come with a price - both
$$ and time to learn. If you have a trained GIS person
available, that’s great. But many agencies don't have
GIS experts, or the experts may not be available during
an incident.

e Winlink Express GIS is easy for ordinary people to use.

Winlink Development Team



SCEMD Displays usi File with ArcGIS

FEMA Regions IV & VI SPOT Reports

N

Number of Reports Received

970

2 Last updste: 38 seconds ago

4 Reported Emergencies Reported Impacts

2 152

List of Emergencies

Minnesota : S\ g L
L .

-
o
S
@ L
Minneapolis 4§

AT
=

sWisconsin

T T T oS r B 5/31/2022,6:07 PM - Bexar, TX
B 5/31/2022,10:17 PM - Palm Beach, FL

ll__
‘ Inclnnatl /4’
st

Loulsvlllc

List of Impacts
@ 5/31/2022,10:06 PM - HIDALGO, TX
@ 6/1/2022,8:35AM -,
@ 5/31/2022,11:04PM - AR
_____ @ 5/31/2022,8:54 PM - Union, NC
@ 5/31/2022, 6:30 PM - AUDRAIN, MO
@ 5/31/2022,5:12 PM- MECKL, NC
@ 5/31/2022,10:22 PM - Collin, TX
@ 5/31/2022,9:51 PM- Van Zandt, Tx
@ 5/31/2022,9:33 PM - Broward, FL
@ 5/31/2022,9:00 PM - MECKLENBURG, NC

EA) #, o S Monterrevak bsttiam
Exsri, Mexar, Earthstar Geographics, and the GIS User Ci ity | NOAA, Nati ther Service, FEMA. | NOAA/NOS/OCS nowCOAST and NOAA/NWS/SRH | Esri, HERE, Garmin, FAO, NOA...

Powered by Esri

Regional Overview Impact Reports Detailed Display Total Received Reports
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ecommended GPS Dongle

GlobalSat BU-353-S4 USB GPS Receiver (Black) (Improved-

New)

Brand: GlobalSat
R d&yr v 32ratings | 9 answered questions

Amazon's Choice Yo TR CEa

$5999

Get a $8 bonus when you reload $100 or more to your gift card balance (Restrictions apply).

Color: IMPROVED-NEW

Product details

Brand GlobalSat
Connectivity Technology USB

Map Type Satellite

Color IMPROVED-NEW

Are Batteries Included No

Winlink Development Team
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Global Radio Einicl!

e Tennessee Winlink team:
Phil Sherrod, WAPHS (Developer and BoD)
Steve Waterman, K4CJX (Administrator and BoD)
e Winlink web site: www.winlink.org
e \White papers about Winlink: www.grz.com/db/W4PHS

e Support group:
https://groups.google.com/forum/#!forum/winlink-
programs-group

Winlink Development Team
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